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PROBLEM TO BE SOLVED: To make it possible to generate and use information which 
can be used as an evidence proving that computer data already existed at a time point in 
the past, to protect information against being leaked by a third party by making a 
writer/sender/addressee, and data of a message confidential, and to realize a register 
function and anthentification service to keep an evidence of transmission and receipt of 
data and message. 

SOLUTION: This time stamp server system is constituted to include an identifier of an 
algorithm used to generate a message digest of data and additionally a parameter in 
subject data of a digital signature in a demand message and a reply message. Further, the 
system is constituted to include identification information of data, message digest of data, 
creator of data, and sender/ addressee of an electronic message in a demand message 
and a reply message together with a cryptograph, a message digest of a decoding key, a 
public corresponding to a decoding key. 
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